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Certificate	to	download	your	unique	Burp	CA	certificate.	Removing	Burp's	CA	certificate	from	Firefox	To	remove	Burp's	CA	certificate	from	Firefox,	go	back	to	the	View	certificates	>	Authorities	dialog	and	select	PortSwigger	CA.	Take	note	of	where	you	save	this.	In	order	to	intercept	the	traffic	between	your	browser	and	destination	web	server,	Burp
needs	to	break	this	TLS	connection.	It	also	encrypts	the	transmitted	data	and	implements	integrity	checks	to	protect	against	man-in-the-middle	attacks.	You	only	need	to	do	it	once,	and	it	is	required	to	get	the	most	out	of	your	experience	with	Burp	Suite	when	using	an	external	browser.	To	protect	against	this,	Burp	generates	a	unique	CA	certificate
for	each	installation,	and	the	private	key	for	this	certificate	is	stored	on	your	computer,	in	a	user-specific	location.	In	Firefox,	open	the	burger	menu	and	click	Preferences	or	Options.	You	can	then	use	Burp	to	view	and	edit	requests	and	responses	sent	over	HTTPS,	just	as	you	would	with	any	other	HTTP	messages.	To	use	Burp	Proxy	most	effectively
with	HTTPS	websites,	you	need	to	install	this	certificate	as	a	trusted	root	in	your	browser's	trust	store.	If	not,	please	refer	to	the	proxy	troubleshooting	page.	When	prompted	to	edit	the	trust	settings,	make	sure	the	checkbox	This	certificate	can	identify	websites	is	selected	and	click	OK.	From	the	navigation	bar	on	the	left	of	the	screen,	open	the
Privacy	and	Security	settings.	PROFESSIONALCOMMUNITY	Last	updated:	March	17,	2022	Read	time:	2	Minutes	Before	attempting	to	install	Burp's	CA	certificate,	make	sure	that	you	have	successfully	confirmed	that	the	proxy	listener	is	active	and	have	configured	your	browser	to	work	with	Burp	If	you	previously	installed	a	different	CA	certificate
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